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Z4 (BI0S 25 1D

R4 w4EH (BIOS &H 1D

BIOS £l 2 BIOS £ 3 TiH BROAME

Admin Password Admin Password LPNER R 1 KB
LPNG R I A& H
Confirm new password (Ffiih A&
AR

System Password System Password PN ER L R E
LD R 1 ANEH
Confirm new password (Hfiik &M

Strong Password

Password Configuration

Password Bypass

Password Change
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Strong Password

Password Configuration

Password Bypass

Password Change

W)

Enable Strong Password (& F
2 09) : [Enable/Disable]
(U HAERED

R Y I B ME
CEEE AR PNIE]
ARG E i iR/IME
RGN iR KA

[Disabled/Reboot Bypass] ([
SIS EH B ID

Allow Non-Admin Password
Changes (VPR HE 01 %14

Disabled (T.Z5H)

4
32
4
32
Disabled (221

Enabled (28 HD



BIOS 2% 2 BIOS %) 3 i H BRME

B0 . [Enable/Disable] (3
HFIZERD

UEFI Capsule Firmware Updates UEFI Capsule Firmware Updates Enable UEFI Capsule Firmware  Enabled (&8 Hi)
Updates (3 A3 UEFI 45 i {4
BE#7) : [Enable/Disable] ([J3

HIZEHD
TPM 2.0 Security (TPM 2.0%  TPM 2.0 Security (TPM2.0%  TPM 2.0 Security (TPM 2.0 %  Enabled (ZJ5H)
A1) A=) 4:4t) . [Enable/Disable] ([J3

HIZEHD

TPM On (3TH TPMD Enabled (28 H)

[Enable/Disable] ([J& /2%

HD

PPl Bypass for Enable Disabled (Z.25H)

Commands (PPl &1t j8 F iy
4-) : [Enable/Disable] ([J5H/

AHD
PPI Bypass for Disahle Disabled (E22H1)

Commands (PPl Z&id 3 i
4 : [Enable/Disable] ([J&H/
BEHD

Attestation Enable CIAiIEJ3 Enabled (28 HD
F1) : [Enable/Disable] ([ H/
BEHD

Key Storage Enable (% %3/7f% Enabled (T8 H)
JaH : [Enable/Disable] ([JA

RAEAD
SHA-256: [Enable/Disable] Enabled (23 HD
([ HZEHD
Clear (j&FR) : [Enable/ Disabled (E.25M)
Disable] (5 HI/ZEHD

Computrace(R) Computrace(R) Deactivate/Disable/Activate Deactivate ({£H])
5 FH IS 0D

WUARRN HUARRN [Disable/Enable/On-Silent] ([5 Disable (Z£f])
REERITEHRRD

CPU XD Support CPU XD Support Enable CPU XD Support (J5F  Enabled (28 )

CPU XD 3Z#5) : [Enable/
Disable] ([JsH/ZEHD

Admin Setup Lockout Admin Setup Lockout Enable Admin Setup Lockout Disabled (E.2EH)
(EHEBRRKEDE) -
[Enable/Disable] ([j& F/%E

HD

2458 (BIOS ZH 1)

x.5: %2515 (BIOS &3 1)

BIOS 2 2 BIOS &) 3 BiH BRIAME

Secure Boot Enable Secure Boot Enable [Enable/Disable] ([J& H/ZE Disabled (242H)
HD

Expert Key Management (& Expert Key Management (&l Enable Custom Mode (JHFH H  Disabled (2.45H)

HHEED HHEED 5E X)) : [Enable/Disable]

(s H/AERD



BIOS £33 2 BIOS %25 3

B E BRME

fEEE (BIOS ZZ51 1)

. 6: 488 (BIOS 5 1D

Custom Mode Key Management PK
{PK/KEK/db/dbx} (& A
4% 1 {PK/KEK/db/dbx})

BIOS ] 2 BIOS 51 3 BiH BRIAME

C-States Control Inter SpeedStep Enable Intel SpeedStep (JGH  Enabled (28 H)
Intel SpeedStep) : [Enable/
Disable] (s H/ZEHD

C-States Control C-States Control C-States (CJIRA) : [Enable/ Enabled (&2 H)

Limit CPUID Value Limit CPUID Value

HJREE (BIOS 45 1D

K. BEEHE (BIOS £&7] 1)

Disable] ([JsH/ZEHD

Enable CPUID Limit (3 H
CPUID BR#1) : [Enable/
Disable] ([JsH/ZEHD

Disabled (T.25H)

BIOS 2 2 BIOS &) 3 i H ERIAME
Auto On Time Auto On Time Time Selection (EJ[EIEFE) :  12:00AM

[HH:MM A/P ] Auto On Time (H
FNFFHLETED  Cln e i3 =
0

Value Selection (fEik#%) : 000
[0-254] Auto-Wake Period (H
ZhMeEE ) (0-254 /4f)

Day Selection (H}HiES) :  Disabled (C2EHD
[Disabled/Every Day/Weekdays/

Select Days] ([C\2EfH/&R/T

fEH /%R H D

Under [Select Days] when Ai&EH
Enabled (/5 HJE1E [i%#% HIH]

#1): [Sunday/Monday--/

Saturday] ([ZIAH/ZH—../

EHAD
Wake on LAN/WLAN (LAN/ Wake on LAN/WLAN (LAN/ [Disabled/LAN Only/WLAN Disabled (E.22H])
WLAN P i) WLAN Mg ) only/LAN or WLAN] ([E225F/
PR LAN/AX R WLAN/LAN 5%
WLAND
POST 474 (BIOS 251 1)
#.8: POST 4724 (BIOS £ 1D
BIOS il 2 BIOS 4531 3 i H BRIAME
Keyboard Errors Numlock LED Enable Numlock LED (J& FH%t  Enabled (ZJHHA)
9485 LED) : [Enable/
Disable] ([J&H/ZEHD
Keyboard Errors Keyboard Errors Enable Keyboard Error Detection Enabled (V)8 H)
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BIOS £33 2

BIOS %25 3

i H

BRME

Fastboot ({LiE5[5)
Extend BIOS POST Time

Full Screen Logo (4= 5R#ds)

Warnings and Errors

Fastboot (55D
Extend BIOS POST Time

Full Screen Logo (4= 5REids)

Warnings and Errors

BT (BIOS £ 1)

.9 BHMLSIRF (BIOS 3] 1D

[Enable/Disable] ([)5 FH/2%
AD

[Minimal/Thorough/Auto] ([
/NATH/EBID

[0 seconds/5 seconds/10
seconds] ([0 Fb/5 #5/10 #61)

Enable Full Screen Logo (jg H
4 5#k5) : [Enable/Disable]
(s R/ZERD

[Prompt on Warnings and Errors/

Continue on Warnings/Continue

on Warnings and Errors] ([#&/~

e RN 1R L I o I K S8/
L e o RO R I 4R 52])

Thorough (41D
0seconds (0F))

Disabled (T.25H)

Prompt on Warnings and Errors
(PRoRE & R 2D

BIOS £t 2 BIOS £t 3 W H BRME
Virtualization Virtualization Enable Intel Virtualization Enabled (283 HD
Technology (J& A Intel B
A : [Enable/Disable] ([J&
FIZERD
43 (BIOS 45 1)
. 10: 4637 (BIOS 451 1D
BIOS &5 2 BIOS £ 51 3 i H BRIME
Service Tag Service Tag <System Service Tag> (<FZ4 A&
JRFFRES) , BBAEwAE RS
K NI Re
Asset Tag Asset Tag <System Asset Tag> (<Z4 % ANEH
f:ﬁf%ﬁ) , SRR T)
Ae
SERR Messages SERR Messages Enable SERR Messages (JgH  Enabled (ZJHHA)

BIOS Downgrade

Data Wipe

BIOS Recovery (BIOS k%)

BI0S Downgrade

Data Wipe

BIOS Recovery (BIOS &%)

SERR 4.5 : [Enable/Disable]

(UR FH/AEHD

Allow BI0S Downgrade ( fti%F
BIOS [%4%) : [Enable/Disable]
(s F/ZERD

Wipe on Next Boot ( T3] 5
B4 : [Enable/Disable]
(B FZERD

BIOS Recovery from Hard Drive
CNEHL RS BIOS) -
[Enable/Disable] ([ /2%
HD

Enabled (28 HD

Disabled (E2.22H])

Enabled (28 HD
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RGHZE (BIOS4&H) 1D
£ F4EE (BIOSZH D

BIOS 5 2 BIOS £t 3 W H RME
BIOS Events BIOS Events iBid “ClearLog” (iEKEH AiEH
£ A LIER H &M BIOS
AR
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CWEF

42

TRAG TIEHLA N (POST) W m T Bltn, ARSI RT 2R GINEM G, RFEA0NE=KEE
2o M23 M aaks:, HRIRGCH, R RKE N 778 RAM.

RA2 LWERF

BRI ERTR e 5 B

21 CPU il

23 AT E] A 178 RAM

2,4 P A7EL RAM it

2,5 TRETMNAF

2,6 RGBS A R

3,1 CMOS Ha it it s

32 PCI/ALA+ K AR Hk% (U PR Edge Gateway 3003)

33 R B L5

34 CL 3k 2K 5 w458 I 3%

TRANE T HAREIRRIT TR .

F 3 RBHRIT

Thik FamaT Color (BEifa) il RE

E3H HEIRSHRGONG SOOI BIOS AE: REGKH
= (BEgn) « &
4 Jazhali 5l S kh
TR (REERe) .
Ja s S A
%ﬁ@ﬂ%:ﬂ%ﬁ%
R

WLAN B 7F S g Fe: WLAN B 7 AR
AT R PRIR A
FF: WLAN =i F R
AT RS
= g /¢ XK REEI =&

k%
Jf: Edge Gateway C\i&
B = %A BURS
EONLE: R B
H RS TS B

LAN (RJ-45) b S0 BE UKBHAEF (LAN) Ke: TR EERR L H

BRI

I . LR
(100 Mbps)
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Thee

TS

Color (Bift)

)

2

@

WA (LAN)

T (I - REHE
# (10 Mbps)

K RS EICTESD

G N MR: LANJEZ).
;@ TR 5 R 6L % A

K EERREMESERY, RENMRGRFTTRSAAFMNRE, Flm, £RFHHBT1 USB WA,
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43
Uipe

4% Edge Gateway
Windows 10 loT Enterprise LTSB 2016

REFER —EERRGEE

1. BT, ¥R, A RAREH S Edge Gateway.
2. 7T Edge Gateway. H—IRK5IFH, RADSRREMANT RN . G885 SMERREER.

B4 ARAA P A MEDEA admin.

BIFER — ZERGRE
E BRI S S Edge Gateway £ T A —F M L.

1. KM% 25 )\ Edge Gateway b LUK R 1 —i% 32 5 25 ] DHCP (1) 48 B4 4t 1P ik it i 2 .
Eq £ % K5 FZE Windows FTRERBLA RS HIRAREN . JFEERZIRERL 0D,
2. flifI7F Edge Gateway (IR0 75 IR ML) MAC Hihit, i RI%E ) DHCP AR 4523 B 48 73 RE F 3B 1P Mkt
. 7F Windows 5L I, HRBEETMEREITESIMNHAERT.
4. fEH]IP kR B,

E4 1% Edge Gateway B AR AEMTINIEAE IR .

JAENMER —BSIP RARE
K = KT #EERE S Edge Gateway, Edge Gateway b P vt H ) M B UL T AL

IP . 192.168.2.1
T ERL: 255.255.255.0
DHCP Ji%#8: A&EH

57T LUE A A2 X .45 % Edge Gateway 3£ 2 [F— 7B _EA Windows tH2HL.

1. f£ Windows TH5HL L, fEFEH AR S RE R MEER.
2. fEHILRIME R SIS, AR T S Edge Gateway (LK IMIERC S, A5 i Bk

7 Networking (P4%) %35+, #d5 Internet Protocol Version 4 (TCP/IPv4) (Internet 137 4 [TCP/IPv4]) — Properties
(B .
4 EFEADATIPHbE, A5HIA 192.168.2.x (G x UK IP Mk &5 — 8, #illn192.168.2.2) &

Ky %208 IPva sk it B A5 Edge Gateway AHIFIIK IP k. {57 M 192.168.2.2 21 192.168.2.254 Z JI] IP stk
BINT TS 255.255.255.0, RGHEHRE.

i 52 Edge Gateway b AR Wi 11— 51 B B 10 DA R 1 2 18] 138 SRR 4% HL 25

7£ Windows $+5#H1 I, %) Remote Desktop Connection C(EFZSEIERE) .

i IP ikt 192.168.2.1 % Edge Gateway. ZKINKH 2 AE(SN admin.

® N o o
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Ubuntu Core 16
BEHER — HEBEREGRE

1.
2.

FTH Edge Gateway. REG4 HIWEBEIERGH EF BB RUNAFTEEE. KR40 E KL —28 5] G2 8E R4,
IR, W BRI S S BIAH P A0 admin. BRI EHLA FR R IR SR
pun

Ubuntu Core 16 on 127.0.0.1 (ttyl)
localhost login: admin
Password: admin

BEIHER - TERGRE

1.

H X 4% FL 245 M Edge Gateway b LK sty 1 —3%E 8221 25 F DHCP B 25 B4 1P bk 1 #% FH 4%

FEAE M 45 1) DHCP fR%% #8h, #4574 dhcp-lease-1ist BI3KE S Edge Gateway MAC HuhibAH G IP bk,
fii i SSH &4/ B 4% ¥ B SSH 24l (Biltn, 7E Linux - A# A 447 ssh & /58U 7E Windows A3 H] PuTTY)
K4 & BRBST, SSH RS Ubuntu Core 16 £ 2R .

BINMT% ssh admin@</PHihf>, URERINFIR P 4 Rs . BN - 4R ES508 admin.

il :

lo@lo-Latitude-E7470:~$ ssh admin@10.101.46.209
admin@10.101.46.209's password:

BEIFFES — 8 IP RARE
A VFR I AL SEHL (AU T A —F ) %8 Edge Gateway.

E4 %::Edge Gateway _I- DK I3 O —AERAS IP Huhb7E )R S B A UL A

1.

2,
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IPHilk: 192.168.2.1
FMHEG: 255.255.255.0
DHCP fR%5%8: AiEH

EXHHENLE, BEEERE TN EAES IPva kK Edge Gateway HI LUK PIERC 25, IPva il B N
192.168.2.x (Ho x RFE IP k&5 —~06r, Flin192.168.2.2) .

ﬁ YE: 500 IPv4 Bk B N 5 Edge Gateway FHEIR IP Huhik. )/ 192.168.2.2%]192.168.2.254 Z A IP
ik
KM% BN 255.255.255. 0,
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